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(57) ABSTRACT 

DNA is a natural molecular level storage device. Molecular 
Storage devices use each molecule or part of it for Storing a 
character. Thus it is possible to store information million of 
times than presently used Storage devices. For example a 
JPEG image (i.e. flag of India) having file size of 1981 Bytes 
can be encrypted using 7924 DNA bases which occupies 
about 2694.16 nanometers. In other words flag of India can 
be encrypted 8.07x10 times in human genome which com 
prises 6.4x10' DNA bases and occupy a tiny volume of 
about 0.02 um. A method for storing information in DNA 
has been developed which includes Software and a set of 
Schemes to encrypt, Store and decrypt information in terms 
of DNA bases. The main advantages of the present method 
over exiting art is that it addresses complete Set of extended 
ASCII characters set and thereby, encryption of all kind of 
digital information (text, image, audio etc.). First of all, 
information is, encrypted along with carefully designed 
Sequences known as header and tail primers at both the ends 
of actual encrypted information. This encrypted Sequence is 
then Synthesized and mixed up with the enormous complex 
denatured DNA strands of genomic DNA of human or other 
organism. 
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Encrypted Message 
5' - 3 

Header Primer Temination 
Primer 

Fig. 1a. Single Segment 

Encrypted Message 
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Header Tai Prine Primer 
Encrypted Message 

5 3? 

Header Tai Primer Prier 
Encrypted Message 

5 End 3. 
Header Termination 
Primer Prine 

Fig. 1b. Multi Segment 
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Fig. 2. Encryption of extended ASCII character set in terms of DNA bases 

Create an array of 256 elements, 
=l,M=1, L=l 

Initialize first element with a combination 
four DNA bases i.e., "ATGC' 

Change the value of rightmost base thrice (e.g. C-G- 
A-T) and fill succeeding elements with changed values 

is 3 Nd 
Yes 

Change the value of DNA base second fron right (e.g. G 
A) and fill succeeding element with changed value, N-Nil 

If MKe4 
& La-4 

Change the value of DNA base third from right 
(e.g. G-A) and fill succeeding element with changed 

value, M=M+1 

Change the value of leftmost base (e.g. G-A) and fill 
succeeding element with changed value, LL+1 

Yes 

An array of 256 DNA sequences of 4-bases each is generated 
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Fig 3. Encryption Key. ASCII characters in terms of DNA strands 

ADNA AdNA ANA ADNA ADNA ADNA 
SCODE SCODE CODB CODE SCODE SCODE 
C C C C 

ATG AGGA XTAA , CGTA 176 CCCA GGG 
ATGG YTTTA 133 

o ATCG 4 ACGA 88 XTAA32 CCTA CCCA 220 Gigg 
1 oATCG45 AGAA 89 YTITA 33 ...CGCA 17 CCGA 21 YGGAT 
2 DATAC 46 . AGTA so ZTECA 134 CGGA 17 CCAA 2 GGTT 
3 dATTG47 / AccA9 to 135 CCAA 79 ICCA23 GGCT 

DATA As oAACA 92 MTGT 136 CGAT180 CCT2A GACT 
5 DACA 49 AAGA E3 TTAT 137 ECGT 81 CCCT 25 AGAGT 
6 DATCA 502 AAAA 94 ATTTT 98 SCGCT 82 CCGT 26 AGAAT 
7 IATAA 513 AAA 95 TC 139 CGGT 183 ICCAT 227 a GATT 
8TATAT 52 4AATT 96 TCCT 140 CECGGC 184 CCAC 228 a GATC 
9 TAT 53 5 AACT 97 a TCG 4 OCGAC is CCC 29 ACC 
10 ATcr is 6AAGr 98 b.c.A.T 142 occTo 86 cccd 230 egAcc 
11 ATG 55 7AAAT 99 cTCTT 43 CCCC 187 ICCGC 23 GAACT 
12 TArg568 AAAC 100 dTTC 44 ACC 88 ACCCC 282 a CAAc 

to Atac are force is eace is recac as Arc 
4 ATC 58 EAACC 102 If TCCC 146 PCAAC 190 EACCG.224 le GACG 
5 ACC 59. AAG103 TCAC 147 CATC 9 cc 235 eGAGG 
16 ACCC 603 AAGGOATCAG 143 CATG192 AGCCG 236 GAGA 
17 ACGC 61 AAAG 105 TCTG 149 locACG 93 AGCGG 297 GAAA 
18 OACAC 62 PIAATC 106 TCCG 50-gAGG 94 ACCAC .238 GATA 
19 glacic sat AACC07 rece is caac iss Accre 239 GAA 
20 DACTG 64. QTACC 08 TCGA. 152 CAAA 196 AGCTA. 240 EGTCA 
2. Acco as ATAcc 109 mTOAA 153 CATA 197 AccoA 24 acTCA 
22 ACCG 66 BTAAG 110 in TCA 154 ECACA 98 ECCCA. 242 GAA 
23 ACA 67 CTATC11orcCA155 CAGA199 CCAA 243 GTA 
24 ACAA 68 DATA 112 TGCAT156CAGT20 ECCAT 244 GT 
25 AcTA 69 ETACA 113 TGGA 157 ocAAT 201EccT 245 secT 
25 OACCA70 FITAGA 4 r TGAA 58 OCAT 22 AGCCT 246 GTGT 
27 ACCA 71 GAAA is a GTA 59 Act 203 EGCGT 2A7 GTAT 
28 ACGT 72 HTAAT 116 TGTT 60 CTC 204. It cocc 248 a CTAC 
29 OACAT 73 TAT 7. TCCT 16 CTG 25 GCAC 249 GTC 
30 ACTIZATACTS v TCGT162 CTAT 206 CCC 250 CTCC 
3 ACC 75 KTAG 119 wicAT 63 a CIT 207 GCCC 25 GTGC 
32 ACCT 76 LTAGC 120 x TGAC 164 CTTC 208 EGGCC 252 GTCG 
a3 ACCT 27 MTAAC 121 y TCTC 165 CCC. 209 NCCCC 2S3 y GTAG . . 
64 AGAT78 TNATO 122 a TGCCT6 CTCC 20CGGAC 254 GTG. 
35 AGT 79. OTACC 123 (TGGC 167 SCTAC 2 IOCGTC 255 GTCG 
36 SAGTc so PTC 124 Tcc 168 cTAG 212 OccTG 
37. GAGCC 8. QTIGC 125 TGAG 169 scTT 213 OGGCG 
38 ACGC 82 RTTAC 126 TCTG 170 cc 24 Socco 
39 AGA 83 STC 127. TCCC 12 sco 215 x GCAC 

28CGCG172 croA 21s accAA 
129 OCCGG 173 CTAA 217 OGGTA 
130 CGAG 174 CTA 218 OCCCA 
131 ccTG 7s "circa 219 OcGGA 
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Fig4. Process sheet for encryption & storage 

INFORMATION 
to the encoded. e.g. WELCOME Fragmentation into a number of 

segments, add numbered header 
priners at the beginning and 
continued tail prisoers at the end of 
all the segments except for last one 
which would be flanked with 
terminating tail primer 
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Fig.5. Process summary. 

ENCRYPTION 
assawaassetww.paavre-ra-'tawa-arewmastessarocessessorce cres 

NFORMATION 
to be encoded e.g. 
"WELCOME", 

ENCODNG 
(USING softWARE INTERMS OF 

DNA BASES) 
---------------------asses assagewsw-rrrrr--arrey-en-Yr-r 

retaceaeorrecoratac 
seasessesamas 

DNA SYNTHESS 
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DECRYPTION 

EXTRACTION OF STORED 
MESSAGE 

isolate & amplify the SM-DNA using both known 
primers by PCR method 

Aaaaaaaaaaaaaaawr 
e 
is Ams 

Arata: 
Area 

DNA sequENCER 
sequencing of isolated 8 anpified 
SM-DNA using automated DNA 

sequence? 

SEQUENCE OBTANE 
AGTACAAGCTATSTACCAACACA 

DECODING 
Festry sowatts 

NFORATION . 
RETREVAL WELCOME 
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METHOD FOR STORING INFORMATION IN DNA 

FIELD OF THE INVENTION 

0001. The present invention relates to a method for 
storing information in DNA The method of invention com 
prises Storing information in DNA. The present invention 
addresses Storage for all kind of digital information whether 
it is a text file, an image file or an audio file. Large Sequences 
are divided into multiple Segments. 

BACKGROUND OF THE INVENTION 

0002 DNA is the best molecular electronic device ever 
produced on the earth because DNA can Store, process and 
provide information for growth and maintenance of living 
System. AU living Species are as a result of Single cell 
produced during reproduction. In most of the cases this 
Single cell does not have most of the materials required for 
fabricating a living System but contains all the information 
and processing capability to fabricate living Spaces by taking 
materials from environment, for example, fabrication of 
baby from Zygote which contains rearranged DNA 
Sequences of parents. DNA is ready to use nanowire of 2 nm 
and can be Synthesized in any Sequence of four bases i.e. 
ATGC. DNA of every living organism (micro/macro) con 
sist of large number of DNA segments where each Segment 
represents a processor to execute a particular biological 
proceSS for growth and maintaining life. Other important 
characteristics of DNA which makes it material of choice for 
future molecular devices are: DNA the building block of life, 
can store information for billion of years. The tremendous 
information Storage capacity of DNA can be imagined from 
the fact that 1 gram of DNA contains as much information 
as 1 trillion CD's four bases (A.T.G,C) instead of 0 and 1, 
extremely energy efficient (10' operations per joule), Syn 
thesis of any imaginable Sequence is possible and Semicon 
ductor are approaching limit. 
0003 Clelland et al., 19992), and Bancroft, et al. 2001 
3U.S. Pat. No. 6,312,911), have developed the DNA 
based Steganographic technique for Sending the Secret mes 
Sages. Although their prime objective was Steganography 
(the art of information hiding), they used. DNA as Storage an 
transmission device for Secret message. They encrypted the 
plaintext message into the DNA sequences and retrieved the 
message using the encryption/decryption key. They used 
three DNA bases for representing a Single alphanumeric 
character, as DNA has 4 bases (A, T, C, G) So a maximum 
of 64 (4x4x4) ASCII character can be formed using this 
Scheme. Whereas, a total of 256 extended ASCII characters 
are required to represent complete Set of digital information. 
Hence, Clelland's Scheme cannot be used to address com 
plete Set of digital information and has limited Scope. 

OBJECTS OF THE INVENTION 

0004. The main object of the present invention is to 
develop a comprehensive DNA based information Storage 
technique. 
0005 Another object of the present invention is to 
encrypt complete extended ASCII character Set in terms of 
minimum number of DNA bases. 

0006 Another object of the present invention is to 
develop software to encrypt/decrypt data in terms DNA 
bases. 

Mar. 10, 2005 

0007 Yet another object of the present invention is to 
design suitable primers to be flanked at both ends of the 
encrypted and Synthesized information. 

SUMMARY OF THE INVENTION 

0008. The present invention provides a method for stor 
ing information in DNA The method of invention comprises 
storing information in DNA. The present invention 
addresses Storage for all kind of digital information whether 
it is a text file, an image file or an audio file. Large Sequences 
are divided into multiple Segments 

BRIEF DESCRIPTION OF THE 
ACCOMPANYING DRAWINGS 

0009 FIG. 1a, Information storage in DNA. Structure of 
prototypical Single Segment information Storage in DNA 
Strand. 

0010 FIG. 1b. Information storage in DNA. Structure of 
prototypical multi Segment information Storage in DNA 
Strand. 

0011 FIG.2. Encryption of extended ASCII characterset 
in terms of DNA bases 

0012 FIG. 3. Encryption Key. Extended ASCII charac 
ters in terms of DNA strands 

0013) 
0014) 

FIG. 4. Process sheet for encryption & storage 
FIG. 5. Process summary 

DETAILED DESCRIPTION OF THE 
INVENTION 

0015 The present invention provides a method for stor 
ing information in DNA. The method of invention comprises 
storing information in DNA. The present invention 
addresses Storage for all kind of digital information whether 
it is a text file, an image file or an audio file. Large Sequences 
are divided into multiple Segments. 

0016. The method enables the storage of information in 
DNA. In another embodiment a Software based on the above 
method enables all 256 Extended ASCII characters to be 
defined in terms of DNA sequences. The basic concept used 
is to take minimum number of bases to define each Extended 
ASCII character. With simple permutation we have 4 
Sequences combinations with one base Le. A, T, G, C. 
Similarly, with 2 bases we have 4x4=16 different sequences, 
with three bases we get 4x4x4=64 distinct Sequences and 
flour bases give 4x4x4x4=56 distinct Sequences. Therefore, 
with a set of 4 bases, complete extended ASCII set has been 
encoded. Software named as “DNASTORE has been 
developed in Visual Basic 6.0 for encryption and decryption 
of digital information in terms of DNA bases. Using DNAS 
TORE complete extended ASCII character set can be 
encoded 256 different ways. 
0017. In yet another embodiment in our scheme, plain 
text/image or any digital information is encrypted in terms 
of DNA sequences using encryption key (Software). If the 
information overflows the limits i.e. it cannot be synthesized 
in a Single piece then it is encrypted and fragmented in a 
number of segments. Synthesis of encrypted Sequence(s) is 
carried out using DNA synthesizer. 
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0.018. In yet another embodiment a fixed number of 
different DNA primerS Sequence have been designed and 
assigned a number, which resembles the Segment position it 
represents e.g. Segment 1, Segment 2 . . . Segment n. These 
are called as header primers. Two tail primerS have also been 
designed one resembles continuation and other resembles 
termination Segment. 
0019. In yet another embodiment the DNA segment(s) 
is/are flanked by known PCR primers as described earlier 
at both the ends i.e. header primers are attached at the 
beginning of Segment and tail primers are attached at the end 
of the Segment. If there is only one Segment, at the beginning 
it is, flanked by header primer number 1 and at the end it is 
flanked by termination tail primer. However, if there are 
more than one Segments, each Segment would be attached 
with header primerS numbered as 1, 2,3 . . . n respectively, 
at the end these would be attached with a continuation tail 
primer except for last Segment which would be attached with 
a termination tail primer. 
0020. The SM DNA is then mixed with the enormous 
complex denatured DNA strands of genomic DNA of human 
or other organism. As the human genome contains about 
3x10 nucleotide pairs, fragmented & denatured human 
DNA provides a very complex background for Storing the 
encrypted DNA. The DNA can be stored and transported on 
paper, cloths, buttons etc. 
0021. In still another embodiment only a recipient know 
ing the sequences of both the primers starting and tail 
would be able to extract the message, using PCR to isolate 
& amplify the encrypted DNA strand. Isolated and amplified 
DNA can then be sequenced using automated DNA 
Sequencer. The DNA sequence obtained can then be con 
verted into digital message using encryption/decryption key 
(Software key). 
0022. In yet another embodiment the key is helpful in the 
Secret & Secure transfer of information particularly for 
Spying and military purposes. It may also be helpful in 
anti-theft, anti-counterfeiting product authentication, copy 
right infringements etc. 

TABLE 1. 

Comparison of present art with existing art 

S. Existing art 
No. Clelland et al., Bancroft, et al. Reported invention 

1. Uses unique 3-base sequence for Uses unique 4-base sequence 
each alphanumeric character for each alphanumeric character 

2. Can represent a maximum of 64 Can represent a maximum of 
(4 x 4 x 4) characters 256 (4 x 4 x 4 x 4) characters 

3. Can represent only 1/4" of Can represent complete extended 
extended ASCII character set ASCII character set 

4. Cannot be used encrypt Can be used encrypt complete 
complete digital information 
i.e. meant for alphanumeric 
characters only 

digital information as shown 
in examples 

EXAMPLE 1. 

0023 Encryption and decryption of a textual message 
“CSHU” in terms of DNA bases may be defined as 

0024 a) Generation of an array of 256 elements 
(unique abase per character i.e. ATGC, ATGA, 

Mar. 10, 2005 

ATGT, ATGG). These elements represent complete 
extended ASCII character set values. 

0025 b) The input information is then encrypted 
character-by-character using array generated in Step 
1. The basis is ASCII values of each character is 

matched with the element no. of the array of Step 1. 

0026) Encryption of the text “CSIR” in terms of 
DNA bases may be: 

0027 TATGTTTCTATTTTAC where 

0028 C is represented by DNA sequence TATG 

0029 S is represented by DNA sequence TTTC 

0030) I is represented by DNA sequence TATT 

0031 R is represented by DNA sequence TTAC 

0032 c) If the information overflows the limits i.e. 
it cannot be Synthesized in a Single piece or because 
of any other problem, then the encrypted Sequence is 
fragmented in a number Segments. 

0033 d) Encrypted segment(s) is/are then flanked 
on each side with header and tail primers. 

0034 e) Synthesis of encrypted sequence(s) is then 
carried out using DNA synthesizer. 

0035 f) The synthesized DNA segment(s) is/are 
then be kept Separately or can be mixed up with the 
enormous complex denatured DNA strands of 
genomic DNA of human or other organism. AS the 
human genome contains about 3x10° nucleotide 
pairs, fragmented & denatured human DNA provides 
a very complex background for Storing encrypted 
DNA 

0036 g) The encrypted DNA can then be trans 
ported on paper, cloths, buttons or through any other 
medium. 

0037) 
Sequence 

Isolation decryption of above encrypted DNA 

TATGTTTCTATTTTAC: 

0038 a) Isolation and amplification of encrypted 
DNA is done using known primers flanked at each 
end by PCR method. 

0.039 b) Retrieved SM DNA is sequenced using 
DNA sequencer 

0040 
grated if multi-segment before interpretation) using 
DNASTORE Software. The basis for retrieval is a 

String of 4-bases each at a time is taken and matched 
with array as generated in Step 1 of encryption and 

c) Obtained sequence is interpreted (inte 
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Storage. The element number of matching value is EXAMPLE 2 
taken and converted to its ASCII equivalent 0047. Some examples of DNA encryption for textual data 
0041) If the retrieved sequence is TATGTTTC 
TATTTTAC. The Decryption would be: 

Digital Information Encrypted DNA sequence 
0042 first 4-bases i.e. “TATG” would be in the 
array Storage and encryption 67=C WELCOME TTAGTACATAGCTATGTACCTAACTACA 

0043 next 4-bases i.e. “TTTC” would be in the WORLD PEACE TTAGTACCTTACTAGCTATAAGCTTTCCTAC 
array of Storage and encryption 83=S ATAGGTATGTACA 

0044) next 4-bases i.e. “TATT" would be in the INDIA TATTTATCTATATATTTAGG 
array Storage and encryption 73=I CSIR TATGTTTCTATTTTAC 

0045 next abases i.e. “TTAC" would be in the CSIO TATGTTTCTATTTACC 
array of encryption 67=R 

0046 Integration of above decrypted values in the EXAMPLE 3 
same sequence as retrieved is “CSIR”. 0048. A JPEG image encrypted in term of DNA bases 
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Digital Information 

Mar. 10, 2005 

Encrypted DNA sequence 

TAAATATTTAGAAAACAATCTCGTGGCGATCGCGC 

CATCGGCTAACCTATCGATCGCTGGTCGCGTATCAA 
CAATCGTCGGTCGGTCGCGCCCTACGGGCTCTTCGA 
ACCCCGTAGGCGACACGGCGCGGCGGATGATTGTC 

GCCTTGCTACCCGTGGTGCGCCCAGACCTTCGACGC 

TCCTGGTACCTGCGCCTCATCGTTATCTTTGTTGGA 

GTGCAAGATGGAGAGTTTCCCGGACGGGTAGCAAG 
CCTGCGTAATATCTCCAAATGTCCAAAGCTTATTGT 
TTTCAATAACGTGATCCTTTACCTGCACATTAGTAT 
TATCACCAGCGTGCACCCATGCGGGCGCCA ACCTT 

GCTGGACTTCGACGCCGCTGTCGTTGCCCTCTGAGT 

GAATGATTGTGCCCACTGTGGTGGGGCGCCTAGTC 

GGTCGGTCGAGGTGTTCATTAATGGATCGATCGAC 

6 



US 2005/0053968 A1 Mar. 10, 2005 

CTATCGAGGAATCGATCGATCGATCGGGCGATCGC 
GCCATCGATCGATCAGTCGTCCTACGCCGGCTCTCT 
CTGCATTTCAGCTCGCTTATCGAGAGGCCTGTGCAA 
GGAGCCCTGTTACATTGGGCTATCTAAGACATGGG 
GACAGTCGGCCGACAGAGTATAATAGGAACCACGC 
CTAATGGATAACAGCTTTCGAA ACCCACTCCAGAG 

CCTGTTTACTCTAATTGGCTCCGGGGCTGATGGTGA 
GGGCTGTGAACCCGGACTCCCAGCCTAGGGAGTAC 
AGACCATGATCCCTATGCCGGATTAGCCCTAGGCT 
GTCACACTAAGCTATCCTCAGCGTGAGCGTGTCCG . 
GACTTCGCAGGCTGTGCGTCTTGAGGCGCGAGTG 

GACGGGCGTGCGGATCCGCGCACGAACGCTTCGTC 
GTTCGGTCGTCTTCACGACCGCCCAACTTTCCAGCC 
ATCCAGGTAGCCACGCAAGCACATACACATACAGA 
CATTTATAATCCACTCTATTATCCAATCTTCTGCT 
GATCTGTCTACCTCGTAGGCTCCCTGGCTTAAGTGC 

TAACTCACCAAAGTCCCGACCTACCAACCCTCCGTC 
TTACCACCCTCCTCGCCGCCCGGCTGCCCTGCCCGC 

TATGCGGGCAGCATTGCTAGCCACACAGCAAGCAT 
. CAGGGCCTGCGTCAACGCACGCTCCGTCGGCCGGG 

CCGCTGGTCGGTGCGGAGGGGGGAGCGAGGGTAG 
GCATGTGGGGTGGATCGCGCTTGGACTCCTCGGCT 
GATTTGCTGACCGAGCCGTAGAATGATGCTCAGAA 
GGAGATCGAGATAGACACGATACTTATCAGTCTGT 

GTGTATGTACGTTCGTCCGTGCGTGGGTAGGTTGGT 
CGATCGATTGATCTACGTTAATCCCACTCTGCGGCG 
TGACATAATGAATTACCCGCCGCCCACTGTGCTGCG 
AAACCCAGTTTACTCAGTTAATCCGACTATGCCACG 

GTACAAAATATCCGGGGTGCATCCGACTTTGCAAA 
TGAATCTAAAGCGCTACGTTATTGTAAAGATCGTA 

ATTAACGAAGCGGTCGTTAATTAATCTGAGGTGCA 
GATGAATACATTTAAACCATGCAGTTATTCATCAGT 
CGCATCGCAAACTTGTAGACGCTGAATATTAGGTA 
TGATTAATGATACGCGTGATGACAATTACGTGTTTA 
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AGCGCAATTAATTCTGGTAGCGTTATGCCTGTCAAG 
GCGGTCCTACAACTAGGTTCGATCCTTACGACTGGA 

AGATGGCTCTACACACGGACCCCCCAAACCAATTA 
TAGTTACCTAGTCCTTAAAAACCATACTAGTTTGGC 

TTTATTGATACTA AGACTAAGCTTACGTCCTGACTC 

GCGATTAATGGACACACGTTTCCTGACAAGCTCCTC 

GGGGGCCATATATATGCCTGACGCCAGAAACTGGT 

CTCATTCTCGATATGAAGCGACCCAAAGCGCGGTG 
TATCGTTGTCGAATCCAACTAAGATGCATCGCGCGC 
GGCGGATCAATCTTACGAGACTCAGGTACTAGTGG 
TATCGTGGCTGCCTTGTGACGCTTAAATCGTACTTC 
GTCGCGATTGATTGTATTATAAACAATCAGCAAATT 
AAATCGATGGCGGACTTTATAAAGCTAAACTACGC 
CTTTAAGTTACGCGCTGTGAGCAGCTGAGGCCGGTT 
CCTTAAGTTCCATACATTCTATCAATAGCGCTTCCT 
GCCTAGGTATGGGCTCTAGGGCTATCTTGCTAAAGT 
TGACTCAGAGAGAATTACCTCGGAATAAAACAACA 
CGCGGCAGTCAGATTTTGTCACTATTTTTACGTAAC 
TAGGGTGATCTCCGGAATGTCA ACTCCGGGCCCCC 

ACACGATGGTGGAGATCTCCTCGCCCGTGGGCTTCT 
GGACTAGACGTTAGGGCATGCACATACGTTGACGA 
AATTGTTACGCGGAGACGATAGAATTTATAACCTTT 

CCACCATCTAGTATGAGGGATTCATACGCTGCCCTT 
CTCCTAATAGGAACGTACACTAAATTAATTGCCGTG 
CTACCAATGCGACTACTTTGGGATAACGGCCTGCG 
GTTGTCGTCGGGTGAACTATCCTATCGTTCGACTCT . 
ATAGCAAGGCTTATCGTGCTAACTAATTTACATAGT 

AGGACTATCGCCACACGGGATGCACATACCCGACT 
ATCGGGTCCCAGAGACTACGTTGAGGAAAGCCAGG 
CTTAGTTTTACACATTAACCGATGGCGTGACGGGG 
ACTTTGTCGTCGGTACATAATCGTCAGGTCATCAAT 
TCCTGCTGATATGGCGAAATTGCTGAGTATCTCTAT 
GGACTAACAACTGCTAGGTGCTCTGGAGCCGACCG 

CCGCGACATACAAGATAGACACGTCTAAACAGCTC 
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GTTTTCATCAACACCATCGTGCATGCCGATCGACGT 
GGCACAAACAAATTGAATAGAAGGCATACTATATC 

GTCTACTTGGTATGGGGCACCTTGCCGTCCAAAACC 
GTTCGAAAAAAGATCTGTTTCTAATTCATCGTCAGT 
CGATTTGAAATTCTCTCCCCATACGCATGGACGCAA 
TAAGTATCGATTGGACACCTCCTCCCAGGTTCAATG 

TGAAGTGACATCGCAACATGAACCCCGCGGGGACA 
GAATGCAGTCTTCCCTGCTTAATCTCGTTGGGTACA 

GCTGAAATGCAGTCAGGCGCGGATGGGGGCCCCTC 
ACGGGATATGGT GATAATGTTTACTAGCTTTACACG 
TTTCTAGCAGAATTGCGAAATGACGATAGCCTTCCA 
CGCATATGTCCTTGCCTCTCACATCCGAATTGGCGA 
TGGATGTCTCTAAATGAATTCTTATGGTCGCGACTT 

TAACGCTTCCAAGATAACAACAGATGGTGCTCCTG 

AATCACATCTCCTTTGATCTTGACATGGTTCCACCC 

TGTTCCCCGGGCCAACCCGTTAAGCCTTACTATGTG 
ATTCGACCTAATATGGATAGTCCATCCGGCCATCCG 

TGTACAATAATCCACAGACTCTGTAATTTAGAATTA 

CATGCACTCCTCTCATCGTATCGGCCTAATGCTAGG 
ATCGGGTGCGCGATTATACGGCA ACTCTGTCGATG 
GCCTAGGTTGAAGGGGGATCAACACGGTGTACATA 

GGCCCTACAGCTGACGTTCACGTATGATGAATGCTT 

CCTCAATGTAATGCTCGAATCGAGAATTCTCAGTCT 
TAAGGGCAGCCATCGGAGCACGTGGCGCGGCAATA 

TTGATTATGACAGAGCTATACAGCCCACTCGGGCG 

ATAGACTGCTGAGACGCA AACGTGATATTAATTAC 

GATGGCTAGCATTCGACATATCATAATCAGATATTG 
GGTTTAGGACCTTTATCGCAGTATTAGTACGATTTG 
GTGCTGTGCGAAATCTTATGTGCGCGTGCGAAACA 

ATATATTGTTCGAAGTGATATGGGATAGGTCAGTGT 

CATATAATGTAAATCGGTTCGTCTGACGCGATTTAA 

GGCTCACATTGTTATCGCTAATCGGGATGAACGGCT 

CAAGTGCAGCATGGCACCAAGATTCCGAGGGCAAA 

CGCCGCACAGTGAGGTTTGGCTCTCCCCTCTAATAT 
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CTTACACGTTTGTGGGATTATAGGGATCACATGGCC 
ACGGCCTGTAATATTGTCATGTAGCCCGGATGATAC 
CGGAATACTAAAATTGGAGGGGTTCTAGGTCATGC 

TAACTGCTCGGGGCTCATGGAGTTGTAGAGTTATCA 
ACAGGATCTCGGAATTCCCGTAAGCGGGATCTCCTT 
GCCGATAAGTTTGTGCTGCTGCCCGTCTTCGCGCCG 
GAACGCGCTTCCAAATTCTCCCTACTAACGCATGCT 
GATGCACCATTGGAGCATTCTGGGATGGGCGTTTAT 
CGAAACGAGTGTTTGTCTATAATGCATGACGAGGT 
CTCTGCTGGGTAGAATTGGTGATTTGGAAGCGATA 
CGGGTTATAGTCTCACGTACTGATGGACTAGTATGC 
GTGAAGGAATCGAATACTTCGACACGATGACGTAG 
GGAGCCACGCGATCAAGGACTGCCCAGTGGTCTAC 
TATCTATCTTCA ACAGATTGAGGGGGAGCGGTGCC 

GCTGATTTAATTTTAGCATCGGTCGCTGGTTAACTT 
TTAGTATCGCGCCTTTAAAGAATCTAATCTCCGTTA. 
GTGTCGGGTTGATTTTCTGCGAAATAGAACTAATTC 
AATTGCTTATCTGCTTGATCGATTCGGAAGCCAGGG 
TGGGTAGGGTAGTTACGTACGCCTGAATCTGAACC 
ATCAGTCGTAATGAATTACTGAAGACGCGCGATGC 
CTGGATAAAATTATCGCCTATGTCCCAACTAATGGC 
ACGACAGGCTCAGAGCATGCTACTGTGTAGTGAGA 
TCCGCTTATCGCCCCATTCGTGGTCGCGTTATGCCA 
CTGAGTAACAAGTGATGTCCAGTGTCTA ATACGAC 

CGCTCGGGTCGATGGTCAAGCGGCACAGTGACATT 
AACTTTTGCTTTCACATTGAACAAATTCTCCCACTT 
CAGCACATGTACCCCCTGCTGCATACAGACCAGGT 
CTTTTGTCCACACCTTGCACGGGTGCCTGAATGCCT 
TTCCGCTGGCCTAAGCCAGTGACGTGAATGTAAAG 
AGCGCTCGCACTGTAGTCATGGAGAATTATAATCG 
ATAGATAAATACGTGGCGCACCACCCCAACATCCT 
CGCGGGCTGTTACTAGAAATTGTGTATACCGTGGG 
GGTGATTAAAAAATGGTGAGACGTGCTGTATGGTC 
TTTGTGATCTCTGCTACTATTGGGTGCTGCATAAAT 
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CGTACCTCCAACTTGAGGCATCATAGCTACGGAAC 
CCGTAAAATTGGTCATATACGCAAACACAACAGTA 
AGTAGGTGGAGCCGAAGTGCTCTCGTGGCCGAAGA 
CAACAACCTTTGCCCATGCCTTAAAGACTGCGTGAT 
AACCGTCTTCCCATCAGGAGGTGAAGGCGATATGG 
TAATCTATAGGTATTGATGGCAAGAGGTCGGAACC 
CAGCTTACTCGATAGCGTTGTCGATCGCGCTTCCTG 
TGCTCCTTCCTACAAAGTGGGATAGCATCATAGAC 
AGGCATCCGGGTCCAATCGCCGAACGCGTCACGCA 
TCGCATGATTAATTACAGTGTCGCATTACATCTAGT 
ATGTATTAGGTGGGCACCGCGGTACAGCATGGACA 
GGCGCTCACGGACACAAAAACGCGTCAACAAAAGT 
TAGGTATGGGTGGCGCCAGGTGAAAACGCCAGCTC 

TGCTATGGTCCTAAGTAATTGCAGCATGTCTTGAGA 
TCTCATAGCTACCGTCTTCAGAACGATATTAGCTAA 
CTTTCCCTTCCGTCTCATTACTTATGCGGGCTTCATC 
GCGGTTACCGGCTGGTAAGATACGTAAGCTACACT 

AGTAAGCATACTGCAGGTATGAGCCGATCCTGCAA 
TTACCCATATTGGTTTTTGTATTACACGTATGGCG 
ATTACACTTCTTAAACTAGAACTCGTTTACTAATTC 
TTCGTTCATACTCATGGCAATAGCATGATCTCGTAT, 
TACCATGTTATACGTAGTCATAGTGTGCCAACAGTA 
CGTTAACCTACAATGCTCCACGCCGACCTTGTAGAA 
CAGCATGATACTATATACCCGGGCATCGCGCACCG 

ATAACTGCAGATCATGGAATGACCGCTCTACGTGG 
ATTTAACTCGGGTGGCCCTATAGATAAATATTCTTA 
CCACCGCCCTGGGATATATAGGCCGTCAGCACGTTT 

ATGTCCTAGTACGCAGTACGCGCCTATTAATATAAC 
AGCTGICAGTAAGGGTCCAGAATTCTAGGGCCGAT 
GAATTACAAGCAGGTGAATAGATACGATTGGGATA 

TTATCACAACAACTCGCGAATGGATTATCAGTACG 
AGCCACGGCCCAGCACATTATTCACCAACGGGATT 
AGGTGACGCCAGTGCGTGCTGCTACTACAATGCAT 
CGCGGGTGTTGACGGTTAAGGTAGCTCGGGCGCGA 
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TAGATGATACTGGCCCGAGACCAGTTTCTCTATATT 
AACCTAGTA AGACAGGCCTGGCCCGGAAACCGTTT 
CTGTACCCCGACCTAGTATAAGACTACTGGGCCGCT 
AGCGGACTATTGACAAATCGCGCGTAGAAAATGCC 
TGGGCCGTCTGCCGTCGGTTTCTTTAGCTATACCTT 
GTAATTAAATACTGGACCAACCACAGTTTCTTCAGA 
GTAACCTTGTACTTTAGGCCTTTACATCGTCCTCCTT 
CTCCAACACGACCTTGTAGCTCACTACTGGTCCACA 
GGCAGTTTCTTCAGCACCAGCTTGTATCTGATGCCT 
GGTCCATTGTCCCCTTCTCCAATCGTAGCTTGTTCC 
CGAATACTGGTGCTATGCCTAATTCTAGTAGATAAC 
CTCGTTACCAAGCTCGTTTGCTTCAAAAGTCTCTTG 
TTCCCGACGACGTAGCCAATAGCGGGCGCTCGTTC 
AGTCTCTCGAGCTCTCCAGCGTTGGCCATGCCTTTC 
GCTAGTCCGCCCTCTGGTCCTATACCTGGTTCCCCC 
GAGCGGGGGCCAACACACACGCTGCTCTCAA AGCT 

GGTTCAGGAGCGCTGGACCCTTCCAAGTCTCTAATG 
CAGTCTCTAGTTGAGATTTACTGGAGCCATGCTCCC 
CTCTTATGACAACTGAGGTTATGTTAGCCTGGAGCT 
TAGATACCCTCTCACGCGCCCTGACGTTCTATTGTA 
GTGGAACTACATTCCCGTCCCACGATAACTGACGTC 
GTACTCGCGTGGAACACTAGTACCGTCCGACACCG 
GCGGATGTCTTAGTTTAGTGGTACTTGTCGCCCTTC 
CAACAAAAGAAGACGTCTCAATAGCGTGGTACCGT 
TTTTCCGTCCTACTCTCACGGAGATCACTATGTAGT 

TTCAGCGTCAGGGTGTCCTTTAAAACATAGAATCCG 
TTAGGAGGTTTAGGGGCCCCCCGTCCCTCTCACGAC 
GAAATAATAAATAGGGGGGAGCTCGGACCCGTCCG 
TCATACCAGAGAATCTAAGGGCTGGGGGAGGATTA 
GACCGTCCATCCTGTCAAAGGATGCACGTGCAGAG 
GAAGAGTACACCCATCCCAGCGAAAAGTCTATCCT 
CATCCTGGGGGTCCTGAAAACCATCCTCTGTCTGAG 

AGTATGTTGAGGAGCGGGATGATGGCGACCCTCCC 
CAACCGGGGCCCTCTGGTCCGCCTATAGTTTCAGAG 
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ATGAATTAGCTAAGGTTGTAGCTTATTTTCCATAGG 
GTTTTGCTCCGGACCATCCGGTCGTGTAGCGCGATT 
GACTTGCCGGGTTGTGTCCCCGTATCCAGGTCACGA 
CCTCATGGGGAACTAGTGGCTGTCCGGCAGTATCCT 

GGTACGCACCTCATGTGGTATGCGTGGCTGTGGTC 

CGTATATGGACCTATATATGGATCGAAGC 
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0049. In example 2, a JPEG image if Indian Flag having 
file size of 1981 Bytes have been encrypted in terms of DNA 
bases. A total of 7924 DNA bases (4-base/Byte) are required 
to encrypt the complete image. Since the Sequence is large, 
fragmenting the Sequence into Smaller Segments is required. 
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&223> OTHER INFORMATION ENCRYPTED MESSAGE WHERE IN DNA BASES REPRESENT 
CHARACTERS OF ASCII CHARACTER SET 

<400 SEQUENCE: 1 

tatgtttcta ttttac 

<210> SEQ ID NO 2 
&2 11s LENGTH 28 
&212s. TYPE DNA 
&213> ORGANISM ARTIFICIAL 
&22O > FEATURE 

16 

&223> OTHER INFORMATION ENCRYPTED MESSAGE WHERE IN DNA BASES REPRESENT 
CHARACTERS OF ASCII CHARACTER SET 

<400 SEQUENCE: 2 

ttagtacata gotatgtacc taactaca 

<210> SEQ ID NO 3 
<211& LENGTH 44 
&212> TYPE DNA 
&213> ORGANISM ARTIFICIAL 
&22O > FEATURE 

28 

&223> OTHER INFORMATION ENCRYPTED MESSAGE WHERE IN DNA BASES REPRESENT 
CHARACTERS OF ASCII CHARACTER SET 

<400 SEQUENCE: 3 

ttagtacctt actag ctata agcttitccta catagg tatg taca 

<210> SEQ ID NO 4 
&2 11s LENGTH 20 
&212> TYPE DNA 
&213> ORGANISM ARTIFICIAL 
&22O > FEATURE 

44 

&223> OTHER INFORMATION ENCRYPTED MESSAGE WHERE IN DNA BASES REPRESENT 
CHARACTERS OF ASCII CHARACTER SET 

<400 SEQUENCE: 4 

tatttatcta tatatttagg 

<210 SEQ ID NO 5 
&2 11s LENGTH 16 
&212> TYPE DNA 
&213> ORGANISM ARTIFICIAL 
&22O > FEATURE 

2O 

&223> OTHER INFORMATION ENCRYPTED MESSAGE WHERE IN DNA BASES REPRESENT 
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1. A method for storing information in DNA using a 
unique Sequence of 4-DNA bases for representing each 
character of extended ASCII character Set comprising: 

(a) producing a Synthetic DNA molecule comprising 
encrypted digital information that can be decoded with 
the use of an encryption key, flanked on each side by a 
primer Sequence; and 

(b) storing the DNA molecule in a storage DNA, which 
consists of a mixture of homogenous/heterogeneous 
DNA 

2. The method of claim 1 wherein the storage DNA is 
genomic DNA. 

3. The method of claim 2 wherein the storage DNA is 
human DNA or any other organism's DNA. 

4. The method of claim 1 wherein the storage DNA is 
Synthetic. 

5. The method of claim 1 wherein a software is provided 
to enable all 256 Extended ASCII characters to be defined in 
terms of DNA sequences. 

6. The method of claim 1 wherein a minimum number of 
bases define each extended ASCII character. 

7. The method of claim 1 wherein 4 sequences combina 
tions result from one base A, T, G, C. 

8. The method of claim 1 wherein with 2 bases 16 (4x4) 
different Sequences are obtained. 

9. The method of claim 1 wherein with three bases 64 
(4x4x4) distinct sequences are obtained. 

10. The method of claim 1 wherein with four bases 256 
(4x4x4x4) distinct sequences are obtained. 

11. The method of claim 1 wherein plain text/image or any 
digital information is encrypted in terms of DNA sequences 
using an encryption key Software. 

12. The method of claim 1 wherein the information is 
encrypted and fragmented in a number of Segments if the 
information overflows the limits and cannot be synthesized 
in a Single piece. 

13. The method of claim 1 wherein synthesis of encrypted 
Sequence(s) is carried out using DNA synthesizer. 

14. The method of claim 1 wherein with a fixed number 
of different DNA primerS Sequence assigned a number, 
which resembles the Segment position they represent. 

15. The method of claim 1 wherein two tail primers are 
also provided, one of which resembles a continuation and 
other resembles termination Segment. 

16. The method of claim 1 wherein the DNA segment(s) 
is/are flanked by PCR primers at both ends with the header 
primers being attached at the beginning of Segment and tail 
primers being attached at the end of the Segment. 

17. The method of claim 1 wherein SM DNA is mixed 
with complex denatured DNA strands of genomic DNA of 
human or other organism. 
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18. The method of claim 1 wherein a recipient knowing 
the Sequences of both the primers starting and tail extracts 
the message, using PCR to isolate and amplify the encrypted 
DNA strand, followed by isolation and amplification of the 
DNA and Sequencing using automated DNA sequencer, 
thereafter conversion of the DNA sequence obtained into 
digital message using encryption/decryption key. 

19. A DNA molecule comprising an encrypted DNA 
Sequence that can be decoded with the use of an encryption 
key, flanked on each Side by polymerase chain reaction 
primer Sequences wherein amplification of the DNA mol 
ecule and determination of the Secret message DNA 
Sequence and use of an encryption key, results in a decryp 
tion of the message. 

20. A method as claimed in claim 1 where the method of 
encryption comprises: 

a) encryption of a plain text/image or any digital infor 
mation in terms of DNA sequences using encryption 
key, which first generates an array of 256 elements 
(unique 4-base per character), representing complete 
ended ASCII character set values; 

b) encrypting of input information character-by-character 
using an array by matching the ASCII values of each 
character with the element number of the array; 

c) fragmenting the encrypted Sequence into a number of 
Segments if the information overflows the limits and 
cannot be Synthesized in a single DNA length; 

d) flanking of the encrypted segment(s) on each side with 
header and tail primers, 

e) synthesising of encrypted Sequence(s) using DNA 
Synthesizer; 

f) mixing the Synthesized DNA segment(s) with complex 
denatured DNA strands of genomic DNA of human or 
other organism, 

g) transporting the encrypted DNA 
h) Decrypting the encrypting DNA at the recipient end. 
21. A method as claimed in claim 20 where the method of 

decryption comprises: 
a) Isolation and amplification of encrypted DNA using 
known primers flanked at each end by PCR method; 

b) sequencing of the retrieved encrypted DNA using DNA 
Sequencer, 

c) interpreting the obtained sequence after integration of 
multi-Segment, if required using a predetermined 
encryption key; 


